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We a ll know about the  ram pant spam  em ail problem . Nearly a ll o f the
potentia l so lutions offe red for it a re  based on the  idea of the  m ail server
rece iving m essages, classifying them  as e ither spam  or legitim ate , and then
processing furthe r (de le ting or forwarding m essages) as appropria te . The
problem  with this strategy is that you end up using ex tra  resources on the  m ail
server. Here 's a  way to get the  sam e result while  m inim izing resource  usage
by preventing the  spam  from  reaching the  m ail serve r.
For this task  you can use  the  OpenBSD  pla tform , for two  chie f reasons:

OpenBSD is secure  and so lid.1.

OpenBSD com es with a  too l to  stop the  spam  before  it even gets sent:
spamd, a  "fake" Sim ple  Ma il Transfer Pro toco l (SMTP) server that accepts
SMTP connections and decides whether a  sender is a  spam m er or not.

2.

Spam d is not an em ail content ana lyzer; it does not actua lly exam ine  a  given
em ail's payload. What spam d does is determ ine  -- be fore  the  em ail is ever
a llowed to be  sent in the  first place  -- whether the sender itself is a  spam m er or
not. Spam d sits in front o f your rea l m ail server and listens for SMTP
conversations. Since  it operates at the  SMTP leve l, it will work  with any and a ll
RFC 2821-com pliant SMTP MTAs, including sendm ail, Postfix , ex im , qm ail, and
even Microsoft Exchange Server. It a lso is a  good com plem ent to  em a il
content ana lyzers like  Spam Assassin.

One key m ethod that spam d uses is a  re la tive ly new one ca lled greylisting,
which initia lly re jects a ll em ail with an SMTP error o f 451, which m eans
"tem porary fa ilure , please  try aga in la ter." Properly behaving SMTP gateways
will indeed try aga in la ter, in accordance  with the  rules of RFC 2821. However,
virtua lly a ll spam m er operations do not try aga in in order to  m ax im ize  the
am ount of spam  they spew out.

The  greylisting technique  re turns a  451 error code  to  any m ail sender that
spam d doesn't ye t know about, and will continue  to re turn that e rror code  to
that sam e sender for a  configurable  tim e (25 m inutes by de fault) based on
three  fie lds:

the  sender's IP  address,1.

the  From : fie ld in the  em ail header, and2.

the  To: fie ld in the  em ail header.3.
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This trio , ca lled a  tuple , ge ts put in quarantine , so if the  sender does re try
be fore  the  25-m inute  quarantine  is over, it will continue  to get the  451 error.
At the  expiration of the  quarantine , that sender gets put on a  tem porary
"white list" lasting for severa l hours (four hours by de fault, including the
origina l 25 m inutes). We ll-behaved MTAs that try aga in will be  successful, and
spam d will pass the  em ail through to your rea l MTA.

Spam d can a lso handle  known spam m ers by "tarpitting," or slowing down the ir
connection in orde r to  waste  the  spam m er's tim e. When a  known spam m er
tries to  send you em ail, spam d will decreases the  TCP window length to one  to
slow the  connection down to one  byte  per second and will not le t the
connection go. If it ge ts caught in the  tarpit, a  spam m er's MTA can take  as
long as 10 m inutes to  send one  m essage. I regularly see  spam m ers get
tarpitted for between 400 and 550 seconds (6 1/2 m inutes and just over 9
m inutes).

What's worse  (for spam m ers) is that spam d, a fte r wasting a ll that tim e, never
does a llow the  spam  em ail through to the  rea l SMTP server. Instead, it sends
back  a  450 "m ailbox  busy" m essage. The  spam m er re tries, and re trie s, and
retries, ge tting stuck  in the  tarpit every tim e. I had one spam m er that kept
re trying -- and repeatedly getting stuck  in m y trap -- for a  day and a  ha lf, and
never once  was that spam m er able  to  actua lly transm it the  spam  m essage to
m e.

Tarpitting can be  im plem ented for senders on the  sam e SPEWS/Spamhaus
black list that you're  like ly using with a  diffe rent antispam  too l. Spam d's
de fault configuration autom atica lly tarpits the  fo llowing IP  addresses:

any IP  netblocks in e ither the  SPEW S Leve l 1 or SPEW S Leve l 2 lists

any IP  netblocks in China

any IP  netblocks in Korea

The reason for the  SPEWS lists is obvious. China and Korea are  blocked
because  so m any spam  em ail servers are  located in those  two countries, and
the ir ISPs and governm ents don't seem  to have  any interest in getting rid o f
them . I a lso have  added a ll o f Russia 's IP  netblocks to  m y configuration, for
the  sam e reasons.

If you need to direct non-spam m ers who are  in a  black listed network  past
spam d, you can add the ir m ail servers to  a  perm anent white list that gets
processed be fore  any greylisting or black listing occurs. This a llows the ir m ail
servers to  bypass the  greylisting and black listing functions and go stra ight to
your rea l m a il se rver.

There 's one  other handy thing that spam d can do for us. Spam d can optiona lly
m onitor your m ail logs and autom atica lly white list the  destination em ail
servers of anyone  to whom  you send em ail.

Another additiona l optiona l feature  of greylisting with OpenBSD is som ething
ca lled greytrapping. Spam m ers "harvest" anything that looks like  an em ail
address from  Web pages throughout the  Internet, look ing for potentia l
victim s. If you post a  fake  em ail address on your site  that does not actua lly
ex ist on your rea l em ail server, you'll know that if som eone tries to  send em ail
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to  that fake  em ail address, it's a  spam m er. Spam d checks the  recipient in the
SMTP "RCPT TO:" inform ation aga inst a  list o f fake  recipient em ail addresses
that you've  previously to ld it to  watch for. If it sees
fakeaddress@m ydom ain.com , it im m ediate ly tarpits the  m ail server's IP
address.

There 's not m uch not to  like  in spam d. How do you get it to  work? We 'll tack le
that tom orrow.

Read in the  origina l layout a t: http://www.linux.com/archive/articles/61103
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